
 



ẁ ‡b ẁ ‡b K‡cv©‡iU cÖwZôv‡bi Network G hy³ n‡q‡Q WvUv‡eR md&UIq̈ vi, B›Uvi‡bU, B›Uªv‡bU, wmwm K̈ v‡giv QvovI eûwea e¨envi| ‡mB mv‡_ †e‡o‡Q 
WvUv wbivcËv SzwK Ges bvbvwea mgm v̈ hv mvgvj ẁ ‡Z ‡bUIqvK© Ä vWwgwb‡÷ªUi‡K me mgq †c‡ikvb _vK‡Z nq| e¨nZ nq ‡bUIqvK© wbf©i 
Applications Z_v K‡cv©‡iU cÖwZôv‡bi hveZxq Kvh©µg| A_P mwVK wWfvBm, mwVK †UK‡bvjwR †bUIqvK© Ä vWwgwb‡÷ªUi‡K ẁ ‡Z cv‡i hveZxq 
†c‡ikvbx †_‡K m¤ú~Y© ̄ ^w̄ ’ Z_v †bUIqvK© ̄ ’weiZv †_‡K cÖwZôv‡bi gyw³| 
 
Common Security Leakage of Data Connectivity: 
WvUv Kv‡bw±wfwUi Rb¨ Avcbvi †bUIqv‡K©i WvUv wbivcËv me‡P‡q i̧“Z¡c~Y©| me †cÖvfvBWvi v̀ex K‡i, Zv‡ ì WvUv Kv‡bw±wfwU m¤ú~Y© wbivc |̀ WvUv 
Kv‡bw±wfwU †bqvi Av‡M, wK wK c×wZ‡Z Avcbvi WvUv Pzwi n‡Z cv‡i Zv Avcbv‡K Rvb‡Z n‡e Ges †mB c_̧ ‡jv Avcbvi †¶‡Î eÜ Av‡Q wKbv Zv wbwðZ n‡Z 
n‡e|  
 

Who will be owner of Data tunnel Password ? 
Avcbv‡K †h Z_vKw_Z wmwKDiW WvUv Uv‡bj † q̀v n‡q‡Q, †mB Uv‡bj wWfvB‡mi cvmIqvW© Kvi nv‡Z? hẁ  †cÖvfvBWv‡ii nv‡Z nq, Zvn‡j Avcwb wKfv‡e 
wbivc ?̀ ai“b, Avcwb wmwKDwiwU jKvi fvov wb‡q‡Qb, hẁ  Dfq Pvwe †cÖvfvBWv‡ii wbKU _v‡K, wb‡R‡K cÖkœ Ki“Y Avcwb KZUyKy wbivc ?̀ MÖvn‡Ki AÁZvi 
Avov‡j A‡b‡KB ẁ ‡”Qb mvš—¡bv wbivcËv hv GKwU K‡cv©‡iU cÖwZôv‡bi eo ai‡bi Security Leakage. 
ai“b, Avcwb wmwKwiwU jKvi fvov wb‡q‡Qb, †hŠ_ Pvwei GKwU wKsev Dfq Pvwe †cÖvfvBWv‡ii wbKU _v‡K, wb‡R‡K cÖkœ Ki“Y Avcwb KZUyKy wbivc ?̀ MÖvn‡Ki 
AÁZvi Avov‡j A‡b‡KB ẁ ‡”Qb mvš—¡bv wbivcËv hv GKwU K‡cv©‡iU cÖwZôv‡bi eo ai‡bi Security Leakage | 
 

Types of Data Connectivity: 

ivDUvi Qvov myBP Uz myBP e v̈K‡evb †_‡K cÖwZwU K¬v‡q›U‡K Avjv v̀ VLAN c×wZ‡Z WvUv Kv‡bKwUwfwU‡K Layer2 Data Connectivity e‡j| 

ivDUvi e¨envi K‡i AvBwc ivDwUs c×wZ‡Z WvUv Kv‡bKwUwfwU‡K Layer3 Data Connectivity e‡j| ivDUvi e¨envi K‡i Layer3 Gi gä  
ẁ ‡q EoIP or MPLS c×wZ‡Z Layer2 WvUv Kv‡bKwUwfwU‡K Layer2.5 Data Connectivity e‡j| hẁ  mwVK fv‡e KbwdMvi Kiv bv 
nq Zvn‡j GwU cvidi‡gÝ, wbwe©NœZv Ges wbivcËv wbwðZ Ki‡Z cv‡i bv|  
 

Are you using Layer2 single link ?  

VLAN c×wZ WvUv K¬v‡q‡›Ui m‡e©v”P wbivcËv wbwðZ Ki‡Z cv‡i bv| Broadcast, Network Collusion  wdëvi nq bv, d‡j GK eªvÂ Øviv Ab¨ 
eªvÂ e¨nZ nq| K¬v‡q‡›Ui g̈ vK †Uwej, KwjDkb AvBGmwc e v̈K‡evb e¨nZ nq|  K¬v‡q›U G‡Û †jvc ev †Kvb mgm v̈ n‡j, g~j e v̈K‡evb e¨nZ nq| AZ̈ vaywbK 
wdPvi mg~n _v‡K bv| GKgvÎ wjsK WvDb n‡j eªvÂ m¤ú~Y© iƒ‡c WvDb n‡q hvq| Network wbf©ikxj K¤úvbx gvivZ¡K ¶wZi wkKvi nq| 
Bijoy Online (Powered by Mikrotik) giving an affordable solutions for above problems. 

 

 
 

Layer3 with Double Link with fail over solution: 

weRq AbjvBb ẁ ‡”Q GKvwaK WvUv wjsK †hvM K‡i †dBj Ifvi mn Wvej K̈ vcvwmwU WvUv wjsK| GK ISP †_‡K 2mbps wjsK bv wb‡q ỳB ISP ‡_‡K 

1mbps K‡i wb‡q GKB Li‡P ̀ y‡Uv wjsK A‡Uv wiWvb‡WwÝ K‡i ‡`Iqv nq, G‡Z Avcbvi eªv‡Âi Avc UvBg A‡bK †e‡o hv‡e| 
 
Link Up-Down Alarm:  
‡Kvb eªv†Âi cÖvBgvix ev †m‡KÛvix wjsK WvDb n‡j mv‡_ mv‡_ Avcbvi Kw¤úDUv‡ii w̄ úKv‡i mvB‡ib †e‡R DV‡e, Avevi hLb wjsK Avc n‡e, ZLb wec mvDÛ 
n‡e| ‡Kvb eªv†Âi cÖvBgvix ev †m‡KÛvix wjsK Avc A_ev WvDb n‡j mv‡_ mv‡_ mgq Ges ZvwiL mn Avcbvi Ges ISP Õi B‡gBj G‡Wª‡m, gvB‡µvwUK ivDUvi 
A‡Uv †gBj cvwV‡q † ‡̀e, hv Avcwb Avcbvi †gvevBj †dvb †_‡KI wiwmf/ †PK Ki‡Z cvi‡eb| wjsK Avc-WvDb jM Avcbvi DBb‡WvR wcwm‡Z Rgv n‡e hv 
†_‡K gvm †k‡l WvDb UvBg wi‡cvU© ‰Zix Kiv hv‡e| 
 
Virtual Private Network (VPN) Server / Client :  

†nW Awd‡mi mv‡_ eªvÂ ‡̧jv Kv‡b± Kivi Rb¨ VPN mev©waK cÖPwjZ Layer3 c×wZ| Kvib G‡Z WvUv Gbwµc‡UW Ae ’̄vq Av v̀b cÖ v̀b K‡i  
 
Self Security of VPN Router: 

VPN Gi wbivcËv wbf©i K‡i VPN Router Gi wbR̄ ^ wbivcËvi Dci| Z‡e Avcbvi ivDUvi‡K hẁ  wbivc  ̀bv Ki‡Z cv‡ib Zvn‡j VPN Avcbv‡K 
†Kvb wbivcËvB ẁ ‡Z cvi‡e bv| n v̈Kvi Avcbvi ivDUv‡i VPN Uv‡bj ‰Zix K‡i Avcbvi WvUv mn‡RB Pzwi Ki‡Z cvi‡e| Avcbvi ivDUvi‡K wbivc  ̀Ki‡Z 
Avcbvi wbe©vwPZ AvBwc e¨ZxZ c„w_exi mKj AvBwc ‡_‡K mKj Kv‡bKkb deny K‡i ivDUv‡ii wbivcËv wbwðZ Ki‡Z nq|  
 

Security of Administrative Password : 
Avcbvi ivDUv‡ii jMBb cvmIqvW© †h †Kvb fv‡e Ab¨ †KD †R‡b †dj‡jI hv‡Z Avcbvi Awd‡mi Kw¤úDUvi e¨ZxZ, GgbwK Avcbvi †cÖvfvBWviI hv‡Z 
Avcbvi ivDUv‡i Login Ki‡Z bv cv‡i †m Rb¨ BDRvi †b‡gi mv‡_ Allowed IP Ges AvBwci mv‡_ Allowed MAC wba©vib K‡i †`Iqv hvq hv 
Avcbvi ivDUv‡ii P~ovš— wbivcËv wbwðZ K‡i, hv Ab¨ A‡bK ivDUv‡i †bB|  
 
 



Security of VPN tunnel : 
Avcbvi ivDUv‡ii wfwcGb cvmIqvW© †KD †R‡b †dj‡jI hv‡Z Avcbvi Aby‡gvẁ Z AvBwc e¨ZxZ, GgbwK Avcbvi †cÖvfvBWviI hv‡Z Avcbvi ivDUv‡i wfwcGb 
Uv‡bj ‰Zix Ki‡Z bv cv‡i †m Rb¨ wfwcGb BDRvi †b‡gi mv‡_ GjvDW AvBwc wba©vib K‡i †`Iqv hvq hv Avcbvi wfwcGb Gi wbivcËv wbwðZ K‡i, hv 
gvB‡µvwUK Qvov Ab¨ ivDUv‡i †bB| 
 

 
Bandwidth Control: 
‡Kvb Awd‡m e v̈ÛDB_ K‡›Uªvjvi bv _vK‡j hv‡ ì wcwm‡Z B›Uvi‡bU Kg cÖ‡qvRb Zviv gywf, Mvb, †Mg ev ev‡R Qwe WvDb†jvW K‡i Awd‡mi †ekxi fvM 
e v̈ÛDB_ Gb‡MR K‡i iv‡L, d‡j hv‡ ì wcwm‡Z B›Uvi‡bU †ekx cÖ‡qvRb Zviv †̄ v w̄ úW cvq| evi evi e v̈ÛDB_ e„w× K‡iI mgm v̈i mgvavb Kiv m¤¢e nq bv| 
h_vh_ fv‡e e v̈ÛDB_ e›Ub Ki‡Z cvi‡j Kg e v̈ÛDB_ wK‡bI fvj w̄ úW cvIqv m¤¢e| ẁ ‡b ev iv‡Z wewfbœ mg‡qi Rb¨ wewfbœ w̄ úW †mU Kiv m¤¢e| †gBj 
mvf©vi, WvUv mvf©vi ev GdwUwc mvf©v‡ii Dci †ekx e v̈ÛDB_ ev K‡›Uªvj gy³ ivLv m¤¢e| ‡K KZ e v̈ÛDB_ Uvb‡Q Zv jvBf † L̀v hv‡e| 
 

 
 
Web site Filter:  
Avcbvi Rb¨ AcÖ‡qvRbxq I‡qe mvBU wdëvi Ki‡j, A‡bK e v̈ÛDB_ AcPq eÜ n‡q hv‡e| G‡Z e v̈ÛDB_ LiP Kg‡e Ges g̈ vb AvIqvi †mf n‡e| AvbygvwbK 
80% e v̈ÛDB_ ev‡R mvBU eªvDwRsG e¨eüZ nq| G‡Z wekvj g̈ vb AvIqvi bó nq| A‰bwZK Qwe/gywf mieivn bv Kiv Avcbvi agx©q v̀wqZ¡| ‡W / bvBU 
Abyhvqx Avjv v̀ wdëvi ‰Zix KivI m¤¢e, hv Ab¨ ivDUv‡i KwVb / Am¤¢i| 
 
MRTG create & view:  
cÖwZwU wcwm/ AvBwc/ K¬v‡q›U/ MÖ“c/ B›Uvi‡dm Abyhvqx e v̈ÛDB_ KbRvgkb MÖvd N›Uv, ẁ b, gvm, ermi Abyhvqx cvIqv hv‡e| G Rb¨ Avjv v̀ K‡i †Kvb MÖvd 
mvf©vi cÖ‡qvRb n‡e bv| MÖvd bv _vK‡j KZUzKz e v̈ÛDB_ KZ¶Y a‡i cv‡”Q Zvi †Kvb †iKW© _v‡K bv| gvB‡µvwUK _vK‡j MÖv‡di Rb¨ e v̈ÛDB_ †cÖvfvBWv‡ii 
Dci wbf©ikxj n‡Z nq bv| 

 
MAC restrict against IP: 
AvBwcÕi mv‡_ g̈ vK wbqš¿Y Ki‡Z bv cvi‡j, †Kvb K¬v‡q›U AvBwc cwieZ©b K‡i, AwZwi³ e v̈ÛDB_ †c‡Z cv‡i, I‡qe wdëvi evB cvm Ki‡Z cv‡i| Ab¨‡ ì 
AvBwc Kbwd¬± mgm v̈ Ki‡Z cv‡i| ZvB AvBwci mv‡_ g̈ vK ‡imwUª‡±W Kiv DwPZ hv gvB‡µvwUK ẁ ‡q mn‡RB Kiv hvq| wWGBPwmwc mvwf©m Gi †¶‡ÎI GUv 
Kiv hvq|  
 

Browsing log store: 
‡Kvb wcwm †_‡K †Kvb †Kvb mvBU eªvDR Ki‡Q Zvi jM/ wnw÷ª †Kvb GKwU DBb‡WvR wcwm‡Z Rgv ‡i‡L gvm †k‡l wi‡cvU© ‰Zix Kiv hvq ev AbvKvw•LZ †gBj 
†cÖiK Lyu‡R †ei Kiv hvq| jM bv ivL‡j Avcbvi Awdm †_‡K †Kvb mš¿vmx †gBj cvVv‡j †cÖiK Lyu‡R †ei Kiv m¤¢e bv| D‡jL¨ †h, ï ve Ges wewUAviwm cÖwZwU 
AvBGmwc †K wb‡ ©̀k ẁ ‡q‡Q, cÖvB‡fU AvBwci eªvDwRs Ges †gBwjs jM msi¶Y Ki‡Z| 
 
 
 
 
 
 
 
 



OSPF for Auto redundancy: 
B›Uvi evÂ GKvwaK wj¼ Gi g‡ä  A‡Uv wiWvb‡WwÝ, †MUI‡q AvBwc A‡Uv Avc‡WU, ivDwUs †Uwej A‡Uv Avc‡WU Gi Rb¨ IGmwcGd eûj e¨eüZ c×wZ hv 
gvB‡µvwUK ẁ ‡q Lye mn‡R, wmwKDwiwU mn Kiv hvq| 
 

Firewall: 
gvB‡µvwU‡Ki g‡ä  i‡q‡Q AZ̈š— kw³kvjx Ges AZ̈ vaywbK dvqviIqvj hv A‡bK v̀gx dvqviIqv‡jI †bB| Avcbvi ivDUvi n v̈Kvi‡ ì Avµgb †_‡K m¤ú~Y© 
wbivc  ̀iv‡L hv Avcbvi †jvKvj †bUIqv‡K©i wbivcËvi c~e© kZ©| Avcbvi †bUIqv‡K©i †Kvb wcwm †_‡K †Kvb †Kvb mvwf©m cv‡e, cv‡e bv Zv wbqš¿Y Kiv hvq| 
BDRvi-cvmIqvW© Gi mv‡_ G v̈jvDW AvBwc †mU K‡i m‡ev©”P wbivcËv wbwðZ Kiv hvq, hv‡Z cvmIqvW© Ab¨ †KD Rvb‡Z cvi‡jI ivDUv‡i jMBb Ki‡Z bv 
cv‡i | 
 

Live Port monitoring: 
UP© bvgK Uzjm Gi mvnv‡h¨ †bUIqvK© jvBf gwbUwis Ges ª̀“Z mgm v̈ Lyu‡R †ei Kiv hvq| †mvm© AvBwc, wbẁ ©ó †WmwU‡bkb AvBwc ev †cvU© bs Abyhvqx e v̈ÛDB_ 
KbRvgkb, eªWKv÷, fvBivm d¬vW AvB‡Ww›UdvB K‡i ̀ ª“Z mgvavb Kiv hvq| eo †bUIqv‡K©i mgm v̈ ̀ ª“Z Ly‡R †ei Ki‡Z GUv LyeB DcKvix Uzj&m| 
 

Bandwidth Merge:  
GKvwaK †WwW‡KU ev †kqvW© jvB‡bi e v̈ÛDB_ hy³ K‡i j v̈b mvB‡W †ei Ki‡Z gvB‡µvwUK GK ‡PwUqv RbwcÖq| G‡Z ‡h †Kvb GKwU jvBb WvDb _vK‡j 
evKx ‡̧jv ẁ ‡q A‡Uv Avc _vK‡e|  
 
ỳÕwU AvcwjsK _vK‡j (wewUwmGj I g̈ vs‡Mv) Ges wbR̄ ^ AvBwc-GGm b¤̂i _vK‡j †jvW e v̈‡jÝ Ges wiWvb‡WwÝ Kivi Rb¨ BwewRwc Ki‡Z nq hv gvB‡µvwUK 

ẁ ‡q AZ̈š— mn‡RB Kiv hvq|  
 

Hotspot:   
nU ú̄U KbwdMvi Kiv _vK‡j Iqvi A_ev Iqvi‡jm †bUIqv‡K© A‡Uv jMBb †cR Avm‡e| BDRvi-cvmIqvW© ‰Zix Kiv _vK‡e hv ẁ ‡q jMBb Ki‡j B›Uvi‡bU 
cvIqv hv‡e| †mB mv‡_ †cvó‡cBW wewjs ev wewfbœ w̄ ú‡Wi, wewfbœ †gqv‡ ì wcÖ‡cBW KvW© wm‡÷g Kiv hv‡e hv‡Z WvUv WvDb‡jvW wjwgU † q̀v hv‡e|  
 

And Much More: 

eBGP, Easy Backup create and restore,  Web proxy, PPPoE Server, Virus Port Block, Mangle, Bandwidth 

Load Test, PC based OS License, Easy Trouble shooting, Wireless Access Point for LAN, Radio Link P2P 

or Multi Point 

 
GQvov gvB‡µvwU‡Ki AviI A‡bK wdPvi i‡q‡Q hv GKRb †bUIqvK© G v̈Wwgwb‡÷ªUi‡K †bUIqvK© wbqš¿‡bi wngwkg †_‡K m¤ú~Y© ¯̂w̄ ’ ẁ ‡Z cv‡i| wbwðZ Ki‡Z 
cv‡i wbtwQ̀ ª wbivcËv|  
 
Mikrotik has Heavy Duty Router and Small Economy Router also :  

 

Router Model Specification 

RB 750 5 ports  10/100, best performance up to 2 mbps load, License- level 4, 200 user  

RB 750G 5 gigabit ports, best performance up to 2 mbps+ load, License – level 4 , 200 user  

RB 450  5 ports 10/100, best performance up to 5 mbps load, License-level 4, 200 user  

RB 450G 5 gigabit ports, best performance up to 10 mbps load, License-level 5, 500 user  

RB1100 13 Gigabit ports, best performance up to 50 mbps load, level 6 license Unlimited user 

login 

Rack Mountable, Dual Fan  auto fail over support  

 

 

Bijoy Online is Authorized Distributor and we have Mikrotik listed Consultant: 
gvB‡µvwUK A_vivBRW wWw÷ªweDUi †_‡K wKbyb Ges cieZx© †h †Kvb Sv‡gjvq wbwðš— _vKzb| Avgv‡ ì i‡q‡Q gvB‡µvwUK wj‡÷W KbmvjU v̈›U myZivs 
KbwdMv‡ikb/ Uªveyj k̈ ~wUs / †UªBwbs wb‡q wbwðš— _vKzb| 
mveavbZv:  Avgiv Avcbv‡K m̄ —vq PvqwbR gvB‡µvwUK jv‡MR cvwU© †_‡K wK‡b †nb —̄v bv nIqvi Rb¨ webxZ Aby‡iva KiwQ|  
‡Kv_vq cv‡eb:  
weRq AbjvBb gvB‡µvwU‡Ki cÖ_g Ges AwfÁ wWmwUªweDUi †hLv‡b me ai‡bi ivDUvi, ̄ úU/wi‡gvU mv‡cvU©, KbwdMvi, Kbmvj‡UwÝ, †UªBwbs cvIqv hvq| 
 

Contact: 8824386-7, 01841112233, 01819231755 Email : sales@bijoy.net, Web: www.bijoy.net 
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http://www.bijoy.net/

